Cybersecurity

Operational
Cybersecurity

Proactive, 360° protection

Viasat's Operational Cybersecurity brings
your business the skills, people, resources and
24/7 monitoring to support your own team in
delivering excellent cyber protection.

Viasat employs both public networks that are implemented worldwide and private
networks that don't touch the internet for maximum protection. Any new nodes
are a potential threat vector to your business, but satcom should not represent a
new operational challenge. Viasat has protected governments, military and critical
infrastructure operations for decades; with a world-class 24/7/365 security
operations centre (SOC). The same proactive cybersecurity protection is available
to our enterprise clients, too.

Everything we offer operates in lock-step with your existing skills, protections and
experts - particularly helpful at a time when there is a dearth of cybersecurity
professionals. We'll augment your team and take a holistic and robust approach to
today's many challenges - from ransomware attacks to malicious state actors. Operational
Cybersecurity monitors your systems continuously and proactively, on an end-to-end
basis, delivering real-time detection, and reducing your cost of security provision.

Features Benefits
A World-class risk management Q ? o Single vendor economics:
: @ framework: Embedding best %‘,O\'g Reduces your costs, creates true
practice to maintain compliance é partnership with your team and

by default and embed appropriate
polices from the outset.

~ Leverage our SOC: Continuous
g k monitoring and skills on tap to
counter incursions.
Employee training: Counter
o) ransomware, social engineering

1) and other employee-oriented

maintains operational continuity.

Reduce cost and time to resolve:
We help prevent the worst from
happening - if it already has,
we'll compress your time to
getting back to BAU.

-5 Eat as little or as much as

attacks while developing a
security-first culture.

Day-to-day operational security:

@ including access control, email
scanning, DDOS protection and
IT/OT asset management.

ENTERPRISE

you want: We provide people,
hardware, software, connectivity
and clouds. Use as many or as
few of our services as you require
to bring your operations to an
acceptable degree of security.

In action

Use cases

» 24/7/365 Security Operations
Center (SOC)

» Risk Management
Framework (RMF)

» Incident response (IR) services
» Conditional access control

» Email scanning

» Asset management

> DDOS protection

> Employee training

Industries
» Media

> Mining
> Oil & Gas
» Transport
» Utilities



Operational Cybersecurity

Proactive, 360° protection

Itis just a fact of life: your network is continuously under siege from automated
attacks or cybercriminals around the world. Monitoring your systems/networks .
. . > A proactive approach to cyber
for cyberattacks needs to be continuous; your business therefore needs . o .
. . . . ~ security: Providing real time threat
cybersecurity subject matter experts to be available and timely tools in place. detection. network visualization and

fix actions

Our day-to-day protection work includes:

> Design your service: Solutions can be

» Visibility: Seeing on-net traffic, devices, and threat patterns enhances network bundled or provided separately, with
security by mitigating threats in real-time. or without Viasat's bandwidth

> Outcome-focused: A holistic
approach to solving today’s ever-
changing and increasingly complex

> Awareness: Running analytics on your network and devices, so that you can be cyber security challenges
aware of developing threats to them and act with confidence. » Minimal complexity: Work with a

> Response: Identifying threats and taking corrective actions countering cyber-
attacks to your operations.

single vendor to augment your existing

> Monitoring: We scan for global threats attack around the clock.
cybersecurity team in harmony

For a full range please contact your Viasat Account Manager.

ﬁﬁ} Experts to augment your team

Adding strength to your in-house team

We are on duty 24/7 with trusted processes in place at every step of the
protection cycle. @ Reduce time to secure solution

AN . .
@ Continuous monitoring

homm Complete crisis management
""‘@ and incident response

Alert Identity
Your SOC security team is & — q Logs and alerts are : .
notified of potential threats reviewed for legitimacy g‘a Reduce costs to hire/
to your system /7| \I of access and activity train/ deliver
Monitor Analyze

=k : Continuous : o [ . . .
Active |n5pgct|on ul.ynur capabilities E Investigate vulr.'l ?labllmes k.l Tralnlng services
cybersecurity security exposed by legitimate and
environments and event logs \ [ unauthorized access
Respond Validate
Action Is taken to prevent g < @ Autharize legitimate activity

future attacks and
remediate vulnerabilities

Discover how Viasat's Operational Cybersecurity can support your cyber security
team with cost-effective, high-quality system monitoring and analysis services.

EMAIL enterprisesales@viasat.com
WEB  viasat.com
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